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Abstract: For the Android platform security problem, a mobile client and server collaborative malware detection pro-

posal was proposed, where mobile client application was mainly based on permission detection technology and imple-

mented lightweight testing. The server-side detection system is mainly responsible for testing suspicious samples submit-

ted by the mobile terminals, meanwhile implements the functions of software behavior analysis, signature library updates,

and mobile client synchronization, etc. The server-side detection techniques include permission-based detection technol-

ogy, bytecode-based static detection technology and root-based dynamic detection technology. The result of the experi-

ment shows that the three detection techniques can achieve better detection results.
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foreach method € methodlist do
foreach methodnode € method do
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else
track sysAPI
methodlist
end

and add in

end
end
end
if known malware pattern match method-
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return true
else
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static
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ACTIVATION = new Commands ("ACTIVA-
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HOMEPAGE = new Commands("HOMEPAGE",
2, "Homepage", "/homepage");
COMMANDS STATUS =
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arrayOfCommands[0] = COMMANDS;
arrayOfCommands[1] = ACTIVATION;
arrayOfCommands[2] = HOMEPAGE;
arrayOfCommands[3] = COMMANDS_STATUS;
arrayOfCommands[4] = BOOKMARKS;
arrayOfCommands[5] = SHORTCUTS;
arrayOfCommands[6] = HISTORY;
[7] = TERMINATE;
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}
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